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Pages that didn't make it into "How DNS Works"

Hello! A couple weeks ago I released a new zine called How DNS Works.

When I started writing that zine (in, uh, January 2021), I originally had in mind a broader zine on “everything you need to know to own a domain”. So it had a bunch of pages on domain registration, TLS, and email.

At the time I thought “I can just explain DNS in like 5 pages, it’s not that complicated, there will be lots of space for other topics about domains”. I was extremely wrong about that and it turned out I needed all 28 pages to explain DNS. So I ended up deciding to just focus the zine on DNS and all those other topics didn’t make it into the final zine.

This morning it occurred to me that instead of letting all of the old draft pages languish in purgatory on my hard drive, I could post those extra pages here all together on my blog. So here they are!


disclaimer: not super cohesive

I will say (as a disclaimer) that these pages aren’t as cohesive as I usually like my zines to be and they definitely do not tell you everything you need to need to know to own a domain.



domain registration

[image: ] [image: ] [image: ] [image: ] [image: ] [image: ]


email

[image: ] [image: ]
I should say that these 2 pages don’t really do email justice – email security is a HUGE topic that honestly I don’t know a lot about.



TLS

[image: ] [image: ]
These two pages also don’t remotely cover TLS, it’s possible I’ll write more in depth about TLS at some point. Who knows!



that’s all!

though I will say: if you liked these, you might be interested in buying How DNS Works :)



EPUB/media/file4.png
domain privacy

good domain registrars
will let you Keep your
address private

it's usually a free feature.
Look for something like this:

Privacy protectionis on
‘Your contact info isni't available

when you register a
domain, you have to
provide an address

1 live at
123 Forest Ave

you might not want
your home address
to be public

fot everyone

on the internet
is nice...

anyone can look up a
domain's address with
whois

$ whois apple.com

Street: One Apple Park Way
City: Cupertino
State: CA

you shouldn't give a
fake address

if you lie about
your address, 1
might take away
your domain!

registra,

not all TLOs support
whois privacy
For example:

—swith .in and .us your
information must be public.

s .ca never publishes
addresses for domains
owned by individuals
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picking o domain registrar

there are tons of
companies that will
sell you a domain

here are a few things
to look for when
choosing one!

stability

have they been in
business for a long time?

customer service

you should be able to
talk fo a human

good DNS servers
they should let you:

—» set the DNS records you
want (like SPF records
for setting up email)

—» change nameservers

secure login

free whois privacy
they should hide your

simple transfers

. they should make it easy
2FATe goodt address if you want to switch registrars
good UL not too many upsells good renewal policies

life is too short for a
confusing control panel

they shouldn't try to trick
you info buying extras

they should remind you
to renew
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domain expirafion

if you stop paying,
your domain will expire

1t takes about 70 days
from when a domain
expires until it's open for
registration. Here's how it
works.

stage 1: grace period

First, your website stops
working. But nobody else
can take the domain yet.

For many TLDs (like .com)
you have about 30 extra
days fo renew.

not every TLD has
a grace period!

For example, .de domains
will skip the grace period
and go to stage 2 five
days before their expiry
date i you don't renew.

stage 2: redemption
grace period (30 days)
Your domain isn't safe

anymore. It might be
auctioned off.

You can still pay an extra
fee (~$150 for a .con) fo
restore the domain.

stage 3: about 5 days
later, anyone can
register the domain

"domain squatters" love
fo buy expired domains
and put ads on them or
sell them for more money

don't let your domain

expire by accident

to avoid all this mess,

you can:

— turn on avtorenew

—s renew your domain
for multiple years
(like 5 years)
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sending email

sending email is
more complicated
than receiving it

To receive email, you just
have to set an MX record.

Let's talk about why sending
email is complicated!

ungon?cun put anything|
they want in the From:
field of an email

{cw @example.com )

you need to prove your
emails are actually
from you

hello T am
me@mydomain.com

scamme r

why Should e ©
you \believe you /7%,

servec

domain's "reputation”

what can go wrong if you don't prove
your emails are from you

@ your emails might get sent fo spam, marked
as "suspicious", or get rejected entirely

@it's easier for spammers to send spam or phishing
emails from your domain

® spam coming from your domain can hurt your

how o prove your
emails are from you:
SPF and DKIM records

we'll learn how
those work on
the next page!
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T

LS certificates

what TLS certificates

contain
—» public key e
— expiry date  * "y

—» hostnames the
certificate is valid for

—sa signature from a CA
certificate aufhority

certificates need to be
signed by a

certificate authority

Saka A

T've verified that
the owner of this

certificate actually

owns this domain

CA

certificates expire

this is actually to protect
you: it means if a Bad Guy
gets your private Key it'll

expire eventually.

renew your certs before
they expire!

you can get a f‘frecf
certificate from
Let's Encrypt
Let's Encrypt is a free
certificate authority
They have a bot (certbot)
that can automatically get

free certificates are
just as secure as
paid certificates

They use the exact
same cryptography:
usvally ECOSA or
2048-bit RSA right now

+ renew certificates!

many web hosts will
avtomatically set up

let's encrypt for you
000

wow 1 just
clicked one
button and my
site is secure!
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top-level domains (TLDs)

how to think about domain
names: backwards!

blog.example.com

con is the
top-level domain,
aka TLD

example. com is
registered with
the owner of .con
(the "registry")

blog. example. com
is managed by
the owner of
example. com

examples of TLDs

most popular: .com, .org,
.net

country codes: .mx, .br,
.io, .1y, .in,

newer TLDs: .ninja, .app,
_business

.so, .ca

every TLD has an
owner, aka "registry"

For example, .app's owner
(registry) is Google

Countries control their
TLDs, like Canada owns
.ca

why it matters

‘some TLDs (like .ca)
restrict who can

who owns a TLD

the owner
sets the base price

register them

a country can
suspend your_domain

(some cost $1000+/year?)

JoU Tight have ethical
concerns about how the

if you break their laws

LD is managed (eg .ol ly)
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transters

domains can be
locked or unlocked

Locked domains can't be
transferred.

There are 2 ways fo lock
a domain.

registrar locking:
everyone should use this|

it's easy fo add and remove
a registrar lock: just click

a button in your fegistrar's
control panel.

registrar locked domains will
say "clientTransferProhibited"
in their whois record

registry locKing:
for extra security

these locks are harder to
add, and harder to remove.
This sometimes costs extra.

registry locked domains will
say "serverTransferProhibited"
in their whois record

how to transfer a
domain

(@unlock your domain

@aget avthorization code
from the old registrar

®give the code to the
new registrar

transfers take a
few days

this actually helps protect
you: your registrar might
contact you fo make sure
you actually want to
transfer

if you transfer, you
can't transfer again
for 60 days

this is to make it easier
to get your domain back
if someone maliciously
transfers your domain






EPUB/media/file0.png
buying a.domain

it's more like renting

You have to pay
yearly for a domain.

Here's what happens
when you register a
domaint

TLDs have 1 registry
and many registrars
we have
permission
to register
.com domaing,
8dgn o

registracs

registry

you pay your registrar
to register a domain

Td like fo buy
% example.com

that'll be $16
for 1 year'
you don't communicate

the registrar pays
the registry

™y customer wants
to buy example.com

be

‘that'
$7/yea

registrar

the registry
stores 2 things

© the domain's
nameservers

®"WHOIS" data (expiry
date, the owner's

registrar
with the registry directly|

Please tell the
registry to update
my nameserver

@ o=

registrar|

address, efc)

registry
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why SSL/TLS matters

why use SSL: encryption
nobody can read @ or modify # information sent with SSL

et st
<html><head> waRUW5g+RSM+wqJAW6Aye80qU3D  <html><head>
<title>... DgMKowrXCuzzD1 <title>...

-nconprehenswme?gmbermh to anyone
who doesn't have the secret key

why use SSL:
avthentication

Gre you The real

fo prove it!

A example.com)

SSL can be useful for
static sites

Even if you don't care if
an attacker reads @, your
website, you might not
want them to modify # it

a note on terminology:

SSL: old version of TLS

HTTPS: what we call it
when you use TLS to
send a HTTP request

@b_g}m://.v.

these both mean you're using TLS

to use TLS, you need
a certificate

this is a public Key (that
you tell everyone)

and a private Key (that
you keep VERY secret)

more on the next page!
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receiving email

if you own a domain,
you can receive email
at that domain

For example, if you own
example. com, your email
address could be
nohammedeexample. com

step 1: choose a service to host your email

Your main options are:

® An email forwarding service ("forward all email for
x@y.com to youegnail.con'). These are offen free.

@ A service that will store your email like
Gmail, Fastmail, Protonmail, ete. Usually not free.

i« VERY hard +o do well, you have to
@ Host your own email™ | /" pur 1P ashress’s repolation”

step 2: set MX records
on your domain
Your email host will tell

you exactly which MX
records you need to set.

They'll look like this:
1 aspmx1,légoog1eAcom

priority server name.

you can always
switch to a different
email host

Al you need fo do is
create an account with
them, change your MX
record, and (optionally)
move over your old emails.

that's it! now people
can send you email!

this is how all email
works: every domai
that supports receiving
email has an 1x DNS
record






