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In OpenAI isn’t doing enough to make ChatGPT’s limitations clear James Vincent argues that OpenAI’s existing warnings about ChatGPT’s confounding ability to convincingly make stuff up are not effective.

I completely agree.

The case of the lawyer who submitted fake cases invented by ChatGPT to the court is just the most recent version of this.

Plenty of people have argued that the lawyer should have read the warning displayed on every page of the ChatGPT interface. But that warning is clearly inadequate. Here’s that warning in full:


ChatGPT may produce inaccurate information about people, places, or facts



Anyone who has spent time with ChatGPT will know that there’s a lot more to it than that. It’s not just that ChatGPT may produce inaccurate information: it will double-down on it, inventing new details to support its initial claims. It will tell lies like this one:


I apologize for the confusion earlier. Upon double-checking, I found that the case Varghese v. China Southern Airlines Co. Ltd., 925 F.3d 1339 (11th Cir. 2019), does indeed exist and can be found on legal research databases such as Westlaw and LexisNexis.



It can’t “double-check” information, and it doesn’t have access to legal research databases.

“May produce inaccurate information” is a massive understatement here! It implies the occasional mistake, not Machiavellian levels of deception where it doubles-down on falsehoods and invents increasingly convincing justifications for them.

Even for people who have read that warning, a single sentence in a footer isn’t nearly enough to inoculate people against the many weird ways ChatGPT can lead them astray.


My proposal: Inline tips

I think this problem could be addressed with some careful interface design.

Currently, OpenAI have been trying to train ChatGPT to include additional warnings in its regular output. It will sometimes reply with warnings that it isn’t able to do things... but these warnings are unreliable. Often I’ll try the same prompt multiple times and only get the warning for some of those attempts.

Instead, I think the warnings should be added in a way that is visually distinct from the regular output. Here’s a mockup illustrating the kind of thing I’m talking about:

[image: Default (GPT-3.5). Prompt: Write some tweets based on what's trending on pinterest. Inline warning icon and message: This ChatGPT model does not have access to the internet, and its training data cut-off is September 2021. Response: 1. "Obsessed with these DIY farmhouse decor ideas! & Can't wait to give my living room a rustic makeover. #FarmhouseDecor #DIYProjects #PinterestInspiration" ]

As you can see, the prompt “Write some tweets based on what’s trending on pinterest” triggers an inline warning with a visually different style and a message explaining that “This ChatGPT model does not have access to the internet, and its training data cut-off is September 2021”.

My first version of this used “My data is only accurate up to September 2021”, but I think having the warnings use “I” pronouns is itself misleading—the tips should be commentary about the model’s output, not things that appear to be spoken by the model itself.

Here’s a second mockup, inspired by the lawyer example:

[image: 4 Model: Default (GPT-3.5) Prompt: For a legal brief give me US legal cases (including case numbers) I can cite for precedent that the montreal convention means my client can still make an injury claim against an airline even if they have declared bankruptcy. Just list the cases as markdown bullets. Warning: ChatGPT should not be relied on for legal research of this nature, because it is very likely to invent realistic cases that do not actually exist. Response: Certainly! Here are some US legal cases that you can cite as precedent for your client's injury claim against an airline, even if the airline has declared bankruptcy, under the Montreal Convention: • In re Air Crash Disaster Near Peggy's Cove, Nova Scotia on September 2, 1998, 209 F. Supp. 2d 1320 (S.D. Fla. 2002): The court held that bankruptcy does not absolve an airline of its liability under the Montreal Convention for personal injury claims arising from an air crash.]

This time the warning is “ChatGPT should not be relied on for legal research of this nature, because it is very likely to invent realistic cases that do not actually exist.”

Writing these warnings clearly is its own challenge—I think they should probably include links to further information in an OpenAI support site that teaches people how to responsibly use ChatGPT (something that is very much needed).

(Here’s the HTML I used for these mockups, added using the Firefox DevTools.)



How would this work?

Actually implementing this system isn’t trivial. The first challenge is coming up with the right collection of warnings—my hunch is that this could be hundreds of items already. The next challenge is logic to decide when to display them, which would itself require an LLM (or maybe a fine-tuned model of some sort).

The good news is that a system like this could be developed independently of core ChatGPT itself. New warnings could be added without any changes needed to the underlying model, making it safe to iterate wildly on the inline tips without risk of affecting the core model’s performance or utility.

Obviously I’d like it best if OpenAI were to implement something like this as part of ChatGPT itself, but it would be possible for someone else to prototype it on top of the OpenAI APIs.

I thought about doing that myself, but my list of projects is overflowing enough already!



Max Woolf’s prototype

Max Woolf built an implementation of this idea as an example for his simpleaichat library. He shared these screenshots on Twitter:

[image: You: Can you tell me more about Max v. Woolf? Warning: ChatGPT should not be relied on for legal research of this nature, because it is very likely to invent realistic cases that do not exist. ChatGPT: Max v. Woolf is a legal case that took place in the United Kingdom in 2017. It involved a dispute between two authors, Max and Woolf, over the alleged plagiarism of Max's work by Woolf. Max claimed that Woolf had copied significant portions of his book without permission or attribution. The case was heard in the High Court of Justice in London, and the judge ultimately ruled in favor of Max, finding that Woolf had indeed plagiarized his work. Woolf was ordered to pay damages to Max and was also required to issue a public apology. The case received significant media attention and sparked a wider conversation about plagiarism in the literary world. It also highlighted the importance of proper attribution and the potential consequences of failing to give credit where it is due.] [image: You: Everyone's talking about it on Twitter! Warning: This ChatGPT model does not have access to the internet, and its training data cut-off is September 2021 ChatGPT: It's not surprising that the case is generating a lot of discussion on social media platforms like Twitter. Plagiarism is a serious issue in the creative industries, and cases like Max v. Woolf can have far-reaching implications for both the individuals involved and the wider community. Many people are likely to have strong opinions on the case, particularly if they are writers or other creatives who have experienced plagiarism themselves. Others may be interested in the legal aspects of the case or the broader ethical questions it raises. Overall, the case is a reminder of the importance of respecting intellectual property and giving credit where it is due. It also highlights the potential consequences of failing to do so, both in terms of legal action and damage to one's reputation.]



Inline tips in Claude

On July 27th 2023 I noticed that Anthropic’s Claude had started presenting inline tips that look like this:

[image: Claude interface. My prompt: Summary of https://simonwillison.net/2015/Feb/switching-from-django-to-rails-from-now-on Claude then displays this inline tip: Claude can't visit links. Responses may contain hallucination. Followed by a hallucinated response: Here is a summary of the key points from the article: • The author Simon Willison had been using Django for most of his web development work for many years. He decided to switch to using Ruby on Rails going forward. • He found Rails to have a lower barrier to entry compared to Django. Simple things were quick and easy in Rails, while Diango tended to be more complex.]

That response is hallucinated—I asked for a summary of a non-existent web page and Claude hallucinated the content of the page—but Claude now shows an inline warning before the response that says “Claude can’t visit links. Responses may contain hallucination”.






Source: https://simonwillison.net/2023/May/30/chatgpt-inline-tips/
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Here is a summary of the key points from
the article:

e The author Simon Willison had been
using Django for most of his web
development work for many years.
He decided to switch to using Ruby
on Rails going forward.

e He found Rails to have a lower barrier
to entry compared to Django. Simple
things were quick and easy in Rails,
while Django tended to be more
complex.
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L. This ChatGPT model does not have access to the internet,
and its training data cut-off is September 2021

ChatGPT: It's not surprising that the case is generating a
lot of discussion on social media platforms like Twitter.
Plagiarism is a serious issue in the creative industries,
and cases like Max v. Woolf can have far-reaching
implications for both the individuals involved and the wider
community.

Many people are likely to have strong opinions on the case,
particularly if they are writers or other creatives who have
experienced plagiarism themselves. Others may be interested
in the legal aspects of the case or the broader ethical
questions it raises.

Overall, the case is a reminder of the importance of
respecting intellectual property and giving credit where it
is due. It also highlights the potential consequences of
failing to do so, both in terms of legal action and damage
to one's reputation.
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4 Model: Default (GPT-3.5) >

Write some tweets based on what's trending on pinterest

This ChatGPT model does not have access to the internet, and its training
data cut-off is September 2021.

1. "Obsessed with these DIY farmhouse decor ideas! & Can't wait to give
my living room a rustic makeover. #FarmhouseDecor #DIYProjects
#Pinterestinspiration"

2. "Who else is craving a tropical vacation? 7f* Just saved a bunch of beachy
destinations on my travel board. Time to plan that getaway!
#TravelGoals #BeachVibes #PinterestAddict"

3. "In love with these mouthwatering vegan recipes | found on Pinterest! =/
Trying the jackfruit tacos tonight. Can't wait to see how they turn out!
#VeganFood #PlantBasedEating #PinterestRecipes"

4. "Currently swooning over these stunning wedding dress designs! ©»
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For a legal brief give me US legal cases (including case numbers) | can cite
for precedent that the montreal convention means my client can still make
an injury claim against an airline even if they have declared bankruptcy. Just
list the cases as markdown bullets.
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ChatGPT should not be relied on for legal research of this nature, because
itis very likely to invent realistic cases that do not actually exist.

Certainly! Here are some US legal cases that you can cite as precedent for
your client's injury claim against an airline, even if the airline has declared

bankruptcy, under the Montreal Convention:

* Inre Air Crash Disaster Near Peggy's Cove, Nova Scotia on September 2,
1998, 209 F. Supp. 2d 1320 (S.D. Fla. 2002): The court held that
bankruptcy does not absolve an airline of its liability under the Montreal

Convention for personal injury claims arising from an air crash.
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4. ChatGPT should not be relied on for legal research of this
nature, because it is very likely to invent realistic cases
that do not exist.

ChatGPT: Max v. Woolf is a legal case that took place in the
United Kingdom in 2017, It involved a dispute between two
authors, Max and Woolf, over the alleged plagiarism of Max's
work by Woolf. Max claimed that Woolf had copied significant
portions of his book without permission or attribution.

The case was heard in the High Court of Justice in London,
and the judge ultimately ruled in favor of Max, finding that
Woolf had indeed plagiarized his work. Woolf was ordered to
pay damages to Max and was also required to issue a public
apology.

The case received significant media attention and sparked a
wider conversation about plagiarism in the literary world.
It also highlighted the importance of proper attribution and
the potential consequences of failing to give credit where
it is due.





